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Figure 26: global total AuM (LHS) and growth rates of AuM (RHS) broken down by region

Source: IIFA, IOSCO
Data as at Q2 2015 

A fund strategy view

Separated by fund strategy type, Figure 26 highlights that the greatest proportion of assets are equity fund alloca-
tions, followed by bond fund allocations. This is true across all geographic regions. In terms of growth, equity funds 
have seen their assets under management increase almost 1.5 times; equity funds’ collective AuM currently stand 
at $16.7 trillion. Bond funds, on the other hand, have current net AuM of $8.2 trillion (almost half that of equity 
funds) and have grown since 2009 by a factor of 1.8 times. Other fund types, in terms of their growth, have seen 
more marked increases. For example, balanced funds and funds-of-funds have seen a respective  2.2-fold and 3-fold 
increase in AuM from 2009 to Q2 2015.  

In summary, although bond funds have been growing since 2009, the growth rates of bond funds’ collective AuM 
has not been as substantial as that of other assets strategies. Additionally, the amount of AuM allocated to bonds 
funds is far less than other asset strategies, namely equity. Some of this can be explained by the large growth of the 
equities markets since the crisis, but a more in-depth look at the net that flows into funds will provide an insight 
into new asset flows and, more importantly, where new money is invested. This is covered in the next section. 
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Figure 27: Net assets by region broken down by fund type q1 2009 - q2 2015

Source: IIFA, IOSCO

Flow into and out of  investment funds 

Figure 28 presents the global level of net sales into and out of investment funds. For all but three calendar quarters, 
net flows into funds globally have been positive. Average quarterly inflows have been $154 billion; however, inflows 
have been much larger since Q4 2012. Since the end of 2013, average quarterly inflows have been $300 billion. 
Much of the inflow has been to funds in the Americas and Europe. Both regions have experienced average net sales 
of over $60 billion per quarter. Consequently, funds registered in the Americas and Europe, together, captured 82% 
of flows in aggregate.

It is, however, interesting to see which strategies have been receiving much of the new flows. Figure 29 below highli-
ghts net sales by fund strategy. The figures highlights a few interesting trends: 

> most new investment happens through either equity or bond strategies; and

> bond funds, especially America-based funds, capture the largest proportion of new flows into funds.

Appetite for non-traditional types of investments continued to grow. Inflows into fund-of-fund strategies have 
remained positive for the past 5 years, representing average quarterly net inflows of $50 billion. However, equity 
and bond funds have seen the largest net inflows by volume. Equity funds saw average quarterly net inflows of $35 
billion; bonds funds experienced $113 billion, over 3 times as much. Putting this into context, global bond issuan-
ces (not including short term debt and money market issuances) averaged quarterly at $1.55 trillion. In total, bond 
funds have received inflows of $2.7 trillion while primary market issuances totalled $49.5 trillion. As such, new 
bond fund purchases represent 7.2% of all new issuances. Figure 30 shows a more granular depiction of the portion 
of net bond fund sales to global bond issuance. 
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Figure 28: Total net sales by region q1 2009 – q2 2015

Source: IIFA, IOSCO

Figure 29: Net sales by fund type q1 2009 – q4 2014

Source: IIFA, IOSCO
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tion of bank deposit guarantees by the government, resulted in heavy investor outflows from mortgage funds to 
lower-risk guaranteed bank deposits in Australia. Several mortgage funds experienced issues with fulfilling the in-
creased number of redemption requests, given the mismatch between the very illiquid underlying investments and 
the redemption terms offered to fund investors, occasionally resulting in a suspension of redemptions. However, no 
systemic event resulted from the fund incidents analysed in the case studies for Australia or other countries, which 
suggests that the sector is generally resilient. Other ways that funds could potentially impact financial stability, sep-
arate from a funding or liquidity mismatch, is through the use of leverage and their level of interconnectedness with 
banks or systemically important infrastructure.  While the use of leverage and derivatives in the sector is generally 
constrained by regulation and therefore low, the use of derivatives can lead to knock-on effects via collateral and 
margin requirements, as seen in the case studies for Brazil.178

After this review, the U.S. Securities and Exchange Commission’s Division of Economic and Risk Analysis pub-
lished a staff paper that examined the U.S. mutual fund industry with particular attention to fund flows, the li-
quidity of fund portfolios, and the interaction of those characteristics.179 The SEC staff noted that mutual funds 
in investment categories that hold potentially less liquid assets are growing quickly and face more volatile flows 
compared to more traditional funds. Alternative strategies have both the highest average net flows and the highest 
average net flow volatility of any investment category. Among many other empirical results, the analysis showed 
that the liquidity of the equity portfolio of U.S. equity fund is greater when flow volatility is greater and that the 
liquidity of those same portfolios decreases after large outflows. While the SEC staff analysis of the U.S. fund indus-
try provides significant insight into recent experience with equity portfolios, gaps in the understanding regarding 
vulnerabilities associated with asset managers remain.  

Looking forward
Data show that mutual funds generally experience greater net inflows than outflows, and in aggregate benefit from 
a stable investor base. Additionally, funds’ investments in portfolio assets do not currently represent a large portion 
of the market for these assets as a whole. The historical case study examination did not produce evidence of conta-
gion or systemic events following fund liquidity stress events outside the money market fund space. 

However, it is important to take a holistic approach to the markets, considering all actors and the substantial chang-
es in the market environment related to unprecedented monetary policy, a significant wave of reforms, and height-
ened innovation. To enhance our understanding of the fund industry, there is a need for further work to which 
IOSCO and its members are actively contributing. Further empirical examination of the fund sector landscape 
is warranted, as well as identifying critical data gaps and developing testable hypotheses to provide much needed 
quantitative estimates of potential impacts. While the case studies focused on liquidity risks, or front-end expo-
sures, the back-end or settlement risks merit further study as well; an examination of these risks could take stock of 
securities lending activities, use of synthetic leverage, bank lending, and settlement structures. 

178	 At	the	time	of	this	writing,	the	U.S.	SEC	had	proposed	a	new	rule	and	amendments	to	certain	proposed	forms	related	to	the	use	of	derivatives	by	
registered	investment	companies	and	business	development	companies	on	December	11,	2015.	The	white	paper	is	posted	at	http://www.sec.
gov/dera/staff-papers/white-papers/11dec15_derivatives.html

179	 SEC,	“Liquidity	and	Flows	of	U.S.	Mutual	Funds,”	DERA White Paper,	2015.
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ANNEx 1. LONg LIST OF RISKS 

The short list of risks described in Chapter 1 is derived from a long list of risks. Table 7 below presents the long list. 
The Table is based on responses for each risk category in the IOSCO Risk Survey. Colour-coding is used to differ-
entiate the frequency of responses into distinct bands, according to of the level of responses from IOSCO members 
and market experts and is not intended to cast judgement on the likelihood or severity of a risk manifesting. Each 
risk category is further divided by the IOSCO objective it threatens: (1) financial stability; (2) investor protection; 
and (3) market efficiency.

Risks marked in red indicate that the risk had a high frequency of responses in the IOSCO Risk Survey, from both 
external experts and IOSCO members; risks marked in amber indicate high frequency of responses from either 
external experts or IOSCO members and medium frequency of responses from the other group; yellow indicates 
medium frequency of responses from both IOSCO members and external experts; and green indicates a low fre-
quency of responses from both groups. 

Table 7: Long list of risks to financial stability, investor protection, and market efficiency

Source: IOSCO Research Department, taken from S. Worner, “A Survey of Securities Market Risk Trends 2015:
Methodology and detailed results.” December 2015.
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In total, the IOSCO Risk Survey generated 24 distinct potential risk categories. Below follows a brief description 
of some of the risks that did not make it to the short list.

Risks related to the search for yield. In a relatively low interest rate environment, investors may be driven to “search 
for yield” by increasing their risk-taking. Some responses in the IOSCO Risk Survey noted that this search for 
higher yielding products may be driving prices of some assets to levels that are not fully reflective of the risk of the 
product, i.e., accommodative monetary policy in some jurisdictions may be distorting the pricing mechanism in 
financial markets. Furthermore, survey respondents noted some concern that investors globally may be taking on 
“too much” risk as risked might not be fully priced in.  Looking forward, a sudden reversal of interest rates could 
lead to rapid repricing in some asset classes, resulting in losses for groups of investors.  This could be an investor 
protection issue if investors that take on increasing risk are unaware of this possible scenario. The IOSCO Securities 
Markets Risk Outlook 2014-15180 analysed this risk in depth.

Corporate Governance. Corporate governance failures in financial institutions have resulted in a series of scandals 
(such as manipulation of Euribor, Libor and Tibor rates and foreign exchange prices). Governance failures have 
also been pointed to as one of the underlying causes of the global financial crisis. In the IOSCO Risk Survey, some 
respondents again expressed concern that governance in firms, including systemically important firms, has not 
improved sufficiently.181 From an investor protection perspective, weak corporate governance may result in firms 
providing products, services, and advice that are not in the best interests of their clients, resulting in, for example, 
misselling. From a market efficiency perspective, weak corporate governance within financial institutions can un-
dermine the fair, efficient, and transparent functioning of markets. 

Regulation. In the IOSCO Risk Survey, some respondents noted issues such as “the unintended consequences of 
regulation aimed at mitigating the causes of the most recent financial crisis”; “active regulatory arbitrage”; and the 
“volume of standards, laws, and rules coming into force around the world” as areas for further consideration from 
a risk perspective. Some respondents also noted that in some cases, regulation designed to prevent systemic risk 
can conflict with the objective of investor protection, and vice versa. Lastly, a point was made about the interaction 
between regulation and market efficiency, especially in terms of the costs of doing business.  

Central Counter Parties. New regulations place CCPs at the centre of the mitigation of counterparty risk in deri-
vatives transactions to enhance financial stability, and CCPs perform an important role in mitigating that risk. Ne-
vertheless, some respondents to the IOSCO Risk Survey highlight that while CCPs indeed mitigate counterparty 
risk, they also concentrate risk into a small number of nodes. If these nodes are not properly capitalised, managed, 
and overseen, resulting in a failure of a CCP, there may be systemic implications. Previous volumes of the Outlook 
have analysed this development in depth. 

Capital flows to emerging markets. The low interest rate environment and the search for yield by investors in 
advanced economies has led to ample inflows of investments in securities of EM because they offer relatively high 
yields. This has stimulated the economies of these countries by providing abundant capital, but a return to higher 
interest rates in advanced economies could result in a reversal of these flows, which could affect the economies of 
emerging markets. For example, EM may be faced with even more expensive capital, which may hinder their ability 
to service and roll over their debt. This risk area has also been analysed in previous volumes of the Outlook. 

Exit strategies of central banks. Central banks have accumulated large positions of securities in exchange for pro-
viding liquidity to banks, and more generally, to the financial system. This policy has allowed banks to use this 
liquidity to lend to firms in the real economy and so stimulate the economic recovery. However, respondents to the 
IOSCO Risk Survey note that this additional central bank demand for financial assets is distorting price formation 

180	 	IOSCO,	Securities Market Risk Outlook 2014-2015,	October	2015
181	 	Last	year´s	Outlook	analysed	governance	issues.	
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in financial markets. When the central banks start selling these assets, the artificial supply could again distort the 
price formation. From a market efficiency perspective, central banks, having absorbed a large number of securities, 
valued in the trillions, to provide liquidity to the financial system, will have to liquidate these securities at a certain 
point in time. There is a risk that these liquidations will distort price forming in the markets, just as they did when 
the central banks were buying the securities. This would hamper the efficient functioning of markets.

Shadow banking.182 The crisis of 2008 was caused, in part, by excessive risk taking by less regulated institutions 
and transactions, involving liquidity transformation, maturity mismatches, and leverage, done in the “shadow” of 
banks. The concern is that if these activities are comparatively less regulated or get a less suitable (bank centric) re-
gulatory framework, risks to the system may emerge again. In a similar way, excessive leverage by firms or in financial 
products or transactions, can pose potential risk to financial stability. From a market efficiency perspective, if not 
well managed, regulated, and transparent, such activities could pose a risk that price formation is not efficient and 
transparent, and therefore undermine market functioning.

Financial risk disclosure. Unanticipated or deficient disclosure of financial risk can cause unexpected sudden los-
ses, bankruptcies, and market turmoil. The disclosure of financial risk varies both in quality and by the methods 
firms use. From a market efficiency perspective, such variation may hamper the ability of investors to compare 
financial products and thus could undermine the fairness, efficiency, and transparency of markets, posing a risk to 
the financial system.

Leverage. From a financial stability perspective, high levels of leverage leave small amounts of capital, which can be 
depleted quickly and may leave large counterparty exposures that are not covered by adequate levels of collateral. 
From an investor protection perspective, these are the areas of concern for such risks: investors purchasing financial 
products with implicit leverage; and investors taking on too much leverage, which could cause unexpected losses in 
case of depreciation of the prices of the investments. 

Over the counter (OTC) derivatives. Some respondents to the IOSCO Risk Survey note concern that the exten-
sive global reform for OTC derivatives falls short of its goals. Transparency has improved but is still not optimal 
as data are scattered among many different trade repositories and is not easily aggregated. Risks are still hard to 
identify and monitor. 

Structured products and securitisation. Despite sweeping reforms of this sector, respondents to the IOSCO Risk 
Survey express concern that reforms have led to underuse of relatively simple and transparent forms of securitisa-
tion. Therefore, this may be a potential risk to the functioning of the financial system that may hamper economic 
recovery. Respondents note this as a risk area in terms of market efficiency for two reasons: (1) certain structures 
could be too complex and disclosure does not provide enough insight into the functioning of the products; and 
(2) the new rules on securitised products hamper the production of securitised products that can have the effect 
of hampering the recapitalisation of financial institutions and deprive investors of relatively attractive investment 
opportunities.

Fragmentation. Fragmentation in financial markets, such as competition among trading platforms, was made possi-
ble by regulation and technology which has brought the costs of trading down sharply. However, some respondents 
are concerned that fragmentation has gone too far and poses a risk to the financial system. From a market efficiency 
perspective, fragmentation of markets has benefits and costs. It can enhance competition between platforms, which 
tends to drive prices down, but it can also hamper price formation, especially in less liquid securities. According 
to some respondents, high frequency trading should be viewed in conjunction with the fragmentation of markets.

182	 Some	authorities	and	market	participants	prefer	to	use	other	terms	such	as	“market-based	financing”	instead	of	“shadow	banking.”		In	this	
report,	IOSCO	is	using	the	term	“shadow	banking,”	because	it	is	the	most	commonly	employed	term	and	has	been	used	in	previous	G20	commu-
nications.	IOSCO	is	not	using	this	term	pejoratively	to	describe	this	system	of	credit	intermediation.		
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Technology. Financial markets are relying more and more on technological innovations. These innovations are 
improving the speed, accuracy, and efficiency of financial markets in many ways. However, at the same time, issues 
related to technological dependency, such as cybercrime, technological glitches, fat finger errors and other defi-
ciencies and failures in existing systems, could pose new risks to the financial system. From an investor protection 
perspective, speed, complexity, digitalisation, dependency on and fragility of technology are features that (1) firms 
do not manage well; (2) are new and partly unknown to investors; and (3) pose potential challenges to regulation. 
From a market efficiency perspective, technology is entering the financial markets in all segments, as innovation 
occurs. However, not all market participants do or are able to implement technology at the same pace. This could 
pose the risk of unequal situations in the markets, leading to undue and a concentration of market power.

High frequency trading (HFT). Respondents to the IOSCO Risk Survey have concerns that high frequency tra-
ding could contribute to more volatility in markets and aggravated sudden market crashes. Therefore, this could be 
seen as a risk to the financial system. From a market efficiency perspective, HFT is a risk that continues to concern 
respondents as a potential threat to fair, efficient, and transparent markets. Although major events such as the flash 
crash183 have not occurred recently, regulators continue to assess whether price formation is fair and the market is 
sufficiently protected against glitches.

Retail financial services and product. Respondents to the IOSCO Risk Survey note the misselling cases in va-
rious jurisdictions, involving millions of investors and billions of dollars, as a threat to the financial system. On 
the one hand, the cost for the involved firms ascends billions and could affect their stability (and, aggregated, the 
economies of the affected jurisdictions). On the other hand, confidence of investors could fall and lead to underuse 
of the financial system, which also affects the efficient deployment of savings and future wealth creation – even 
more important given the current aging population problem facing many advanced economies. In terms of investor 
protection, respondents to the IOSCO Risk Survey note a number of issues in this space. In general, the concern 
is that risks associated with investment services and products may not fit the risk profile of the class of investors 
investing in them. Specifically, products might perform differently than investors expect; might be inefficient for 
the investment needs of investors; might be too risky; or might be too complex for investors to understand. The 
number of severe scandals give rise to the concern that this is a persistent risk to the objective of investor protection.

Financial literacy. The lack of financial literacy is creating problems in the market, in cases where investors do not 
understand the risk profile of a product. This risk area is also relevant in terms of complex structured products, 
whose mechanics and underlying risk are poorly understood by investors. 

FX trading platforms. The foreign currency trading platforms (FX platforms) advertise aggressively and attract 
many investors into trading of currencies on their online platforms, often employing high leverage. Respondents 
also mentioned the risk of investors entering into transactions and investments they do not fully understand, which 
might potentially cause unexpected losses, Further, the regulatory protection is not equal in all jurisdictions and 
could aggravate this risk.

Crowdfunding. Crowdfunding through online platforms offering investors equity and debt securities is a relatively 
recent innovation which is taking off globally.  From an investor protection perspective, these risks are similar to 
risks from other securities. However, additional risks are present. Disclosure is usually less than for publicly listed 
firms, as is the regulatory oversight. There are also risks associated with the platforms, including cyber risks. The 
IOSCO Research Department staff has previously analysed, in depth, the risks of crowdfunding,184 and IOSCO 
Policy Committee 3 a survey report on the regulatory approaches to crowdfunding.185

183	 	On	6	May	2010,	securities	markets	in	the	U.S.	collapsed	and	recovered	in	the	timespan	of	a	few	minutes
184	 	E.	Kirby	and	S.	Worner,	“Crowd-funding:	An	infant	industry	growing	fast,”	IOSCO Research Department Staff Working Paper,	February	2014.
185	 	IOSCO,	Crowdfunding Survey Responses Report,	December	2015
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Crypto-currencies. Respondents see risks with the use of crypto-currencies, such as Bitcoin. From an investor pro-
tection perspective, they are concerned with the current level of regulation of crypto-currencies and the lack of 
investor information about this innovation. 

Benchmarks. Respondents to the IOSCO Risk Survey continue to be concerned about benchmarks after the scan-
dals around the Euribor, Libor, and Tibor benchmarks. From a market efficiency perspective, the concerns are 
about the integrity and transparency of benchmarks. 

Audit quality. Various respondents pointed to the deficient quality of the audit reports, reflected in financial sta-
tements that might not reflect the real financial situation of the firms. The conflict of interest of auditors who are 
getting paid by the firms they audit is, according to the respondents, insufficiently resolved and regulation is not 
strict enough. Therefore, audit quality is considered to be a risk for the fair and efficient functioning of markets.
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ANNEx 2. SELECTION OF RESPONSES OF REgULATORS TO THE CyBER RISK

Increasing attention for cybersecurity within broader governance and operational management re-
quirements

In several jurisdictions, cybersecurity is seen as part a firm’s governance and/or operational management. Legal 
requirements for the latter thus provide a legal basis for supervision of more specific cybersecurity requirements. 
While the relatively recent increased attention on cybersecurity requirements does not often necessitate develop-
ment of new legislation, it will in many cases require different skills and expertise of the designated staff.

Commodity Futures Trading Commission (CFTC)

The CFTC requires Designated Market Operators (DMOs), Swap Execution Facilities (SEFs), Swap Data Reposi-
tories (SDRs) and Derivative Clearing Organisations (DCOs) to have these features:

>  a program of risk analysis and oversight to identify and minimize sources of operational risk, through 
the development of appropriate controls and procedures (this program must specifically address infor-
mation security, among other things);

>  automated systems that are reliable, secure, and have adequate scalable capacity;

>  emergency procedures, backup facilities, and a plan for disaster recovery that allow for the timely reco-
very and resumption of operations.; and  

>  periodic testing to verify that backup resources are sufficient to ensure continuity of operations.

To monitor firms’ compliance with these requirements, the CFTC has a multiple-level system of compliance over-
sight, comprised, for example, of regular system safeguards examinations by CFTC staff, both for existing firms 
and for applicants. Furthermore, DMOs, SEFs, SDRs and DCOs are required to notify the regulator of all cyber-
security incidents or related interruptions to its systems’ operations and also of any major planned changes to these 
systems.

Performing examinations and requiring self-assessment

U. S. Securities and Exchange Commission (SEC)

Following the SEC’s announcement of its Cybersecurity Examination Initiative on April 15, 2014, staff from the 
SEC OCIE186 National Examination Program (NEP) examined broker-dealers and registered investment advi-
sers to better understand how those entities address the legal, regulatory, and compliance issues associated with 
cybersecurity.  Namely, the SEC examined the practices of 57 registered broker-dealers and 49 registered invest-
ment advisers in identifying risks related to cybersecurity; establishing cybersecurity governance, including poli-
cies, procedures, and oversight processes; protecting firm networks and information; identifying and addressing 
risks associated with remote access to client information and funds transfer requests; identifying and addressing 
risks associated with vendors and other third parties; and detecting unauthorised activity. In addition to reviewing 
the firms’ documents, NEP staff held interviews with key personnel at each firm on its business and operations; 
detection and impact of cyber threats; preparedness for cyber threats; training and policies on cybersecurity; and 
protocol for reporting cyber breaches. 

186	 	“OCIE”	is	the	SEC	Office	of	Compliance	Inspections	and	Examinations.
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Conducting surveys and providing public information

United Kingdom (UK) Financial Conduct Authority (FCA)

As early as April 2008, the Financial Services Authority (FSA)—the predecessor of the FCA—published a report 
on the protection of customer data within the financial services industry.187 It is based on a large survey of financial 
institutions and gives an overview of the current status of data security in firms. Specifically, it highlights how data 
loss occurs; how lost data are used for identity fraud, firms’ responsibilities, and current attitudes to data security 
and identity fraud. It then presents the findings of the survey and concludes with a set of both good and poor 
practices. 

U. S. Securities and Exchange Commission (SEC)

The SEC OCIE reported the results of its examination described above in a “Risk Alert.” The “Risk Alert” was 
published on February 3, 2015, and included a summary of examination observations.188 In March 2014, the SEC 
staff also held its first Cybersecurity Roundtable where cybersecurity risk management practices were identified 
and discussed. 

Providing guidance

The Australian Securities & Investments Commission (ASIC)

In March 2015, ASIC published a report189 on cyber resilience. The purpose of the report is to assist the Austra-
lian-regulated population in improving its cyber resilience by increasing awareness of cyber risks; encouraging co-
llaboration between industry and government and identifying opportunities for its regulated population to impro-
ve its cyber resilience; and identifying how cyber risks should be addressed as part of current legal and compliance 
obligations that are relevant to ASIC’s jurisdiction. This report also highlights The (U.S.) National Institute for 
Standards and Technology (NIST) Framework for Improving Critical Infrastructure Cybersecurity (NIST Cy-
bersecurity Framework) as a potentially useful cyber resilience resource for the Australian-regulated population. 

United Kingdom (UK) Financial Conduct Authority (FCA)

In April 2015, the FCA published a guide on financial crime that has a specific chapter on data security.190 That 
chapter guides firms in steps they can take to reduce their financial crime risk. It aims to enhance understanding 
of firms’ FCA expectations and helps them to assess the adequacy of their financial crime systems and controls 
and to remedy deficiencies. It does this through a set of nonexhaustive, self-assessment questions and tips on both 
good and poor practices. The guide consolidates FCA guidance on financial crime; it does not contain rules and 
its contents are not binding.

U. S. Securities and Exchange Commission (SEC)

The SEC Division of Investment Management (IM) issued a guidance document on cybersecurity in April 2015, 
aimed specifically at investment funds and investment fund advisers. The document points out the fact that funds 
and advisers increasingly use technology for their business activities.  It states that the SEC staff believes that those 
funds and advisers need to protect confidential and sensitive information from third parties, including information 
about fund investors and advisory clients. It highlights the importance of those issues and discusses a number of 
measures that funds and advisers may wish to consider when addressing cybersecurity risks.191 More specifically, the 
staff guidance document sets out the importance of the following measures:

187	 	http://www.fsa.gov.uk/pubs/other/data_security.pdf	
188	 	https://www.sec.gov/about/offices/ocie/cybersecurity-examination-sweep-summary.pdf	
189	 	http://download.asic.gov.au/media/3062900/rep429-published-19-march-2015-1.pdf
190	 	http://media.fshandbook.info/Handbook/FC1_Full_20150427.pdf
191	 	http://www.sec.gov/investment/im-guidance-2015-02.pdf	
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>  periodically  assessing the types and location of information in possession and the technology systems 
used; internal  external security threats; current security controls and processes in place; impact of com-
promise; and effectiveness of governance structure;

>  creating a strategy designed to prevent, detect, and respond to cybersecurity threats; and 

>  implementing the strategy through written policies and procedures and training, as well as educating 
investors and clients. 

Preparing consumer guides

The Australian Securities & Investments Commission (ASIC)

ASIC’s report on cyber resilience also contains a section focusing on risks to consumers. It highlights the impor-
tance of consumer awareness and provides consumers with an online guide on protection from online scams.192

International coordination

Domestic approaches to enhancing the cyber resilience of the financial system are well established in most major 
jurisdictions. In the IOSCO Research Department Staff ’s view, one key challenge that remains is promotion of 
international coordination. The cyber threat recognizes no jurisdictional boundaries. 

IOSCO has held roundtables with cyber experts and regulators to discuss the threat environment; conducted 
in-depth research on the topic; and is now continuing with policy work in this area. For example, IOSCO is wor-
king with the Committee on Payments and Market Infrastructures (CPMI) to assist Financial Market Infrastruc-
tures in enhancing cyber resilience.193 IOSCO is also, through a dedicated IOSCO Cyber Coordinator, working in 
different policy areas on cyber resilience and information sharing. The IOSCO AMCC has also established a work 
stream to continue investigation into the cyber-threat environment for different sectors of financial markets. 194

192	 	https://www.moneysmart.gov.au/scams/avoiding-scams/protecting-yourself-from-online-scams	
193	 	See,	“CPMI-IOSCO	consultative	paper,	“Guidance	on	cyber	resilience	for	financial	market	infrastructures”,	24	November	2015
194	 	IOSCO,		“Report	from	the	Chair	of	the	Affiliate	members	Consultative	Committee”,	Annual Report,	2014




